
NTT DATA’s Data 
Classification and 
Protection Services 
help you:

• Protect sensitive 
information from 
unauthorized access 

• Enforce policies 
that improve data 
security and enable                                
secure collaboration

• Leverage Microsoft 
Information Protection 

• Align our technical 
capabilities with 
your business and                  
security objectives 

All enterprises — small, midsize or startup — are being targeted for their business data. 
And the threats to mission-critical, sensitive and vulnerable data aren’t limited to within 
the organization. The key is to stay one step ahead of every perceived cybersecurity risk 
and protect digital business initiatives across the ecosystem. 

At NTT DATA, our advanced security solutions, security experts and risk management 
leaders work constantly to create and improve threat response strategies that                       
will work for you.  

We understand the value of your business data.

Defend your data from cyberattacks 
NTT DATA Data Classification and Protection Services protects sensitive information 
from unauthorized access by enforcing policies that improve data security and enable 
secure collaboration. We leverage Microsoft Information Protection (MIP) as a critical 
part of our Zero Trust security architecture and ensure our technical capabilities align 
with your business and security objectives.

NTT DATA works with you to bring governance to your data

Protect Your Business Data for a                               
Secure Enterprise   
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NTT DATA Services, a global digital business and IT services leader, is the largest business unit outside Japan of NTT DATA Corporation 
and part of NTT Group. With our consultative approach, we leverage deep industry expertise and leading-edge technologies powered by 
AI, automation and cloud to create practical and scalable solutions that contribute to society and help clients worldwide accelerate their 
digital journeys.
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Using MIP as a critical part of your information security strategy allows you to:
• Classify data based on sensitivity levels. The user-driven classification is based on recommendations and leverages your 

corporate information protection classification strategy. 
• Protect data. The all-pervasive data protection solution follows the complete data lifecycle. It remains embedded as an essential 

part of the document metadata, regardless of where it’s stored (on-premises or in the cloud) or with whom it’s shared.
• Gain data visibility and control. You can track activities on shared data and revoke access as and when necessary. MIP’s powerful 

logging and reporting capabilities monitor and analyze user access to data.
• Collaborate more securely. Data can be shared safely with co-workers, customers and partners. Users can easily define who can 

access the data and what they can do with it. For example, you can allow a recipient to view specific files but neither print nor 
forward them to others.

• Improve ease of use. MIP-defined data classification and protection controls can be leveraged by other Microsoft solutions. We 
offer fully managed Microsoft Cloud App Security (a cloud access security broker solution) and Microsoft Defender for Endpoint 
services, as well as integration with a Secure Access Services Edge (SASE) solution to protect your organization from the data level 
to the network perimeter.

NTT DATA combines security expertise with the advanced features of 
Microsoft Information Protection to provide a robust and proven approach 
to data and content security with:   

• Advisory Services. We propose a strategic approach to align 
MIP with your security framework, compliance requirements and 
application landscape, and enable a security posture that protects your 
organization from risks. 

• Implementation Services. We deliver on the agreed outcome from 
the advisory session to ensure MIP is deployed and configured to 
best practice standards. Our phased deployment approach includes 
integrating your critical solutions to enable a robust solution that 
safeguards against malicious activity.

• Managed Services. We provide continual and comprehensive operational support, security posture optimization and audit 
support delivered by a senior cloud security engineering team to help future-proof your organization from complex and                                            
ever-maturing threat actors.

NTT DATA holds the key principle of considering the entirety of your IT stack with 
thought leadership and inclusive solutions in mind. Our Data Classification and 
Protection Services aligns with our overall security portfolio, which strengthens our 
ability to defend your organization against advanced cyberthreats.
  
MIP is positioned to integrate with our managed Microsoft Cloud App Security 
(MCAS) services. It provides the ability to gain deeper insights into a file’s lifecycle 
and produce an organized labeling structure for increased visibility. 

MIP’s inherent labeling structure and security capabilities, provides Microsoft 
Defender for Endpoint and Azure Active Directory (Azure AD) services with the 
ability to minimize your attack surface through advanced threat detection and a                        
cloud-centric lens of the identity landscape.

NTT DATA — your trusted security partner  
Leading security thought leaders design our Data Classification and Protection Services, laying the groundwork for industry best 
practices. Our approach, proven methodologies and exceptional team of security experts offer you an enviable advantage over your 
cyber adversaries.

NTT DATA is a trusted and proven security partner. We’ve been recognized for our ability to deliver comprehensive security solutions by 
industry analysts, vendors, governance organizations and, most importantly, by our clients for over 25 years. 

NTT DATA Managed Microsoft Cloud App 
Security
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