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NTT DATA welcomed Dell Services
into the family in 2016. Together,

we offer one of the industry’s most
comprehensive services portfolios
designed to modernize business and
deliver the outcomes that matter
most to our clients.

NTT DATA Services

Information Security Management Services by NTT DATA

Prevent lost revenue, minimize downtime and proactively respond to
potential security breaches

In a connected IT environment, your technology team is expected to continuously
prevent and protect against data loss — of intellectual property as well as customer
data. It is critical to ensure the right level of cybersecurity that does not compromise
usability and costs, while providing an adequate level of asset protection.

And now, the rapid growth in mobility and an always-connected workforce is adding to
this challenge. Shifting toward virtualized worlds and cloud solutions has made it more
complex to manage security and ensure adherence to compliance requirements.

Trust NTT DATA to help you overcome these challenges and achieve security objectives
such as:

e Protecting your information assets

e Improving your regulatory compliance

e Reducing costs

e Removing complexity

Information Security Management Services by NTT DATA integrate seamlessly into any
complex enterprise environment. Our service delivery is tailored to each engagement,
allowing us to serve as an extension of your security teams. Focused on protecting
your digital assets against cyberthreats, our services provide an intelligent defense that
combines technology with global threat visibility and industry-recognized expertise.

We provide you with unmatched visibility into your security and compliance efforts and
help you respond to security breaches, and minimize downtime and lost revenue by
taking appropriate action when a system is compromised. Our services utilize industry
best practices to provide a complete strategy and response to security incidents.

formerly Dell Services

Key benefits:

e Alignment between
information security and
business objectives
Appropriate security
management systems
address security
vulnerabilities
Security expertise streamlines
and integrates information
security processes to improve
business operations, reduce
risks, preserve data integrity
and ensure compliance
Proactive and efficient
vulnerability management
processes ensure
regulatory compliance,
business continuity and
asset protection
Timely and effective support
for audits, risk assessments
and compliance activities



Information Security Management Services by NTT DATA

Enhance your information security management program with Engage with NTT
our expertise
Our information security managers (ISMs) are certified professionals who oversee the DATA tO oversee yOUI’

information security program and orchestrate the delivery of information security services. :
ISMs act as your trusted partner, collaborating with you to understand, anticipate and Securlty management
recommend risk mitigation strategies while providing information security protection for prog ram and
your assets. By providing you with a personalized information security service delivery
management model, we: orchestrate the
e Ensure that information security services are optimized to meet your relevant polices : : :
and regulatory standards delivery of information
¢ Work with information security delivery teams to ensure integration of the latest threat Security services.
intelligence into appropriate information security architectures
e Enable an integrated and comprehensive information security incident response
process that provides timely and effective response to information security events
¢ Analyze your information security architecture and establish an information security
roadmap that addresses emerging risks

Working in collaboration with you and our ISMs, our certified information security architects design security solutions to ensure that
your ongoing information security goals are met through the deployment of processes and technology across the organization.

Service component Features and benefits

Security strategy and risk Our ISMs support your information security program and:

management support e Provide expert advice to develop and maintain robust information security strategies, plans and roadmaps

* Lead security awareness programs to ensure that individuals understand and are compliant with relevant information
security obligations

e Advise you on defining risk management guidelines and expectations

e Conduct risk assessments and mitigation plans

e Continuously support risk analysis and risk management activities and ensure that your information security posture is
in line with industry and organizational expectations

Security operational Designated ISMs and security architects work with your key subject matter experts and stakeholders to:

delivery support ¢ Ensure that the delivery of information security services is compliant with industry best practices and
organizational requirements

e Support and provide a gap analysis of your information security program based on NTT DATA best practices and offer
recommendations to improve plans and eliminate gaps

e Manage and drive remediation efforts related to information security incidents and security assessments

* Provide guidance on applicable technologies and expertise to translate security and business requirements into
processes and systems

Compliance support Collaborating closely with your key stakeholders, our security experts help you:

e Create and maintain an information security policy structure, including policies and supporting documentation

® Support your stakeholders in information security policy structure creation

e Manage and support your overall compliance programs and monitor local, regional, state and national
regulatory agencies

e Participate in internal and external audits and coordinate information security services activities

* Provide reviews on audit findings and ensure that all required controls are in place to adhere to
compliance requirements

Visit nttdataservices.com/managedservices to learn more.

NTT DATA partners with clients to navigate the modern complexities of business and technology, delivering the insights, solutions and outcomes

that matter most. We’re a top 10 global IT services and consulting provider that wraps deep industry expertise around a comprehensive portfolio of
infrastructure, applications and business process services.
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